“We found Conosco to
be engaging, receptive
to our requirements and
professional, with a wide
and extensive knowledge
base. Thus far their cyber
security offering and
risk mitigation expertise
has provided us with
valuable insight into our
potential vulnerabilities,
and we look forward to
working with Conosco and
building on the excellent
foundations we have
already established.”

Margo Landells,
Pool Reinsurance
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Security Essentials

Proactive cyber security to help guard
your business against threats

What is Managed Computing Plus (MC+)?

The present-day security landscape requires organisations
to take additional measures to protect and monitor their
infrastructures. MC+ is an add-on to the existing MC service
for devices. It includes a selection of security-related services
designed to give clients entry-level access to Conosco’s Security
Operations Centre (SOC) as well as some of the tooling we use to
protect our clients IT assets. The components of MC+ have been
designed to assist clients in meeting the baseline requirements
of standards such as Cyber Essentials as well as industry best
practice for security.

Key Features

E:' SOC services E:- Network security

EZ- Vulnerability scanning E:° Cyber advisory service

E:- QBR reporting

E:' Monitoring & alerting
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Security Operations Centre (SOC)

Our Security Operations Centre (SOC) monitors your
organisation’s IT environment to detect malicious
activity and ensure the safety of your data and digital
assets. For MC+ clients this includes:

e Email reputation security monitoring and incident
investigation

e Cloud service alerting for Microsoft 365, Google
Workplace and other supported cloud services

Network Security Tools

e Monthly third party vulnerability patch

management

e Supported third party applications on managed
devices

e OS patches and/or packages deployed to relevant
machines

Identity source auditing
Quarterly configuration review for firewalls and

Quarterly checks for MFA enabled Global Admin

Anti-malware and infection alerting (for Windows)

Cyber Advisory Service

Our highly skilled SOC Team will proactively monitor
your environment and help you respond to
incidences. We'll also be available by email or phone
to address basic cyber security queries.

e Credential breach dark web monitoring for critical

email accounts and external IP addresses
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